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Specification of CryptoPro Key Meshing

Let we have

C = {0x22720069L, 0x2304C964L, 0x96DB3A8DL, OXC42AE946L,
0x94ACFE18L, 0x1207EDOOL, 0xC2DC86COL, 0x2BA94CEFL}.
and a random key

K, € {01}
Key Meshing is
K.,1(K, )= Decrypt, . ,(C) r=01,..
Basic properties of CryptoPro Key Meshing

For any »> 7 and K,

K, (Ky) € B, B= {xgixdllica )ix, € 0L #x,,i #

Br — U {Kr (KO )}
Ko
Property 1

BoB oB,o..o0B, 2B,,,>...

Denote
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If we consider CryptoPro Key Meshing as random mapping then
(see Odlyzko 1990, Mironkin 2014):

E(B,|)=@0—z,)|B|;wherez, =e™*;z,, = ™",
Proposition 1
1-7 :E+i3+0(r_4)
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Note

Elements of the set Br have different probabilities (in considering model)
Let \Pr - probability distribution on elements of key set Br :
Denote Shannon entropy as H (\PT) :

Proposition 2

H(¥, )~log,|B|-2-In2-log,r-C,

%@ C=1.61...
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